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About Basis Technology

e Specialists in human language technology, as applied to
web and enterprise search, OSINT/DOCEX/MEDEX, e-
discovery, and digital forensics

e Developers of the most capable, most mature, and
most widely used platform for multilingual text
analytics

o Solutions for government agencies dealing with multi-
source intelligence and large data sets
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Customers

= Central Intelligence Agency (CIA)

= Defense Intelligence Agency (DIA)

= Department of Defense (DOD)

» Federal Bureau of Investigation (FBI)
= National Security Agency (NSA)

= “International police agency”

= French MOD

= Japanese MOD

= Singapore CSIT
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What is Big Data?




Big Data

e Volume
e Velocity

e Variety
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Volume
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Velocity

e High-Throughput Sources:

= Digital Forensics
- Rapid Site Exploitation
* Many Hard Drives

e Rapidly Changing Sources:
= News
= Social Media
= Network traffic

e High Throughput Storage, Analysis, Alerting
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Variety

e Data Types

= DOMEX/DOCEX/MEDEX/OSINT

= Finished Intel

= Cables

= Harmony

= Biometrics

= Watch Lists

= Hard Drive -> File(s) -> Unstructured and Structured Content
= Sensor Data

e Structured / Unstructured

e Textual / Visual / Numeric
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The Challenge: Finding Value

http://learn-how-to-be-happy.com/wp-content/uploads/2011/08/happy._face.jpg



Big Data Problems - Volume

« Where/How do you store it?
= Single database -> database cluster -> Hadoop/HDFS?

e Data quality?
= Manual review or annotation?

= People don’t scale

e Query
= If you can, how fast, how complex and on what can you query?
= User Interface? SQL? Programming?
= How do you view results?
= Can you filter the results to refine your query?

= Thematic exploration, where the results of one query inform the next

= Security? BASIS
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Big Data Problems - Velocity

e Time sensitive

= Value of information decreases over time

= How long from “publish” to “discoverable”?

e Rapid changes/updates

= Which updates are important?

= Which sources/users are important? Which may become important?

= Individual pieces of data may be meaningless, but what about in aggregate?
= Quality/Verification?

= Manual Review?
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Big Data Problems - Variety

e Many Sources
= Often stored, formatted, and accessed differently

= Access, security?
= Many languages

= How reliable is each source?

e Few, if any, links
= Between sources

= Between documents

= Between information within documents
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General Problem

« Computers are great at some things

« Humans are great at others

N

2+ 2

Scale

Human
Language
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Text Analytics




Text Analytics

Automated analytical methods
operating on the written word to
surface insights about the data.

It's purpose is to assist the human in
finding things of relevance and
interest. BASIS
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Text Analytics techniques
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Text Analytics : Language ID
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Text Analytics: Lemmatization

flying

Results

f ly 132 hits
f [y]' ng 97 hits
flew  78hits
flown 61 hits
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Text Analytics: Lemmatization (Arabic)

8  (Detonated) [ ]
Results

\AJ:\;ASJ 132 hits

C'_m\);slq 77 hits

il yaad 32 hits

la jna 22 hits

L_\J;AS 2 hits




Text Analytics: Entity Extraction

Document Information Iraq’s deadliest day since
Encoding: _ US-ASCII Multiple attacks in six provinces.
Primary Language: English
Primary Script: Latin

AFP Published:
Language Identification b7

Baghdad A wave of bombing and shooting attacks in six

LIENGLISH (1
t different provinces across Iraq killed at least 34 people

and wounded more than 100 security officials
id Base Linguistics i j said ’
i Entity Extraction W [&]

1 & LOCATION (3) It was the deadliest day in Iraq since , when
Baghdad shootings and bombings claimed by Al Qaida front group
Haifa Street the State of Iraq killed 50 people and wounded

Iraq 255 nationwide.

K| ¥ ORGANIZATION (3)

AFP
Al Qaida Bombings in and around Baghdad killed at least 17 people
interior ministry and wounded 63, an interior ministry official said.

& & PERSON (1)

_Majid Hamed Ameen A car bomb targeting Health Minister Majid Hamed

i:g Ameen's convoy in Haifa Street in the heart of the

j| 7 capital, killed two civilians and wounded nine people,

O & TITLE (2) including four of the minister’s guards.




Text Analytics: Relationship Extraction

Relationships

Current Entity Relationships

Obama

communicatedWith

"] L Brennan
82nd Airbome Drasion
Bashar al-Assad
Yoshihiko Moda
Barbara Walters
Lee (Myung-Bak
John Boshner
Human Rights YWatch

5 [”

traveledTo
Also mentioned as:

Senator Obama
Mr m
president Obama
Presiden m
Mr. Obama

Add Relationships for:

Lee (Myung-Bak
Barbara Walters

John O Brannan

82nd Airborne Divisien

Obama

Human Righis Walch Bashsar gl-Assad

Yoshihike Moda

¥ Kim Jang I

John Boehner Eort mu

MNourn
al-Maliki




Text Analytics: Entity Search

m Vincent Kaminski
m Matching Name Writing System

1.000
0.990
0.990
0.945
0.942
0.921
0.910
0.908
0.903
0.903
0.899
0.897
0.893

Vincent Kaminski
T b HIURE—
BuHceHT KamnHCKuM
Vincent J. Kaminski
Vince Kaminski

V. Kaminski

Vincent Kaminsik
Vince Kamainski
Vince Kaminiski
Vince Kamnski
Vince Kaminsky
Vince Kaminki

MARYF  RERHETE

Latin
Katakana
Cyrillic
Latin
Latin
Latin
Latin
Latin
Latin
Latin
Latin
Latin

Hanzi



Text Analytics: Document Clustering

»

Anxious Egyptians Jam Tahrir Square in
Protest

MNew York Times - 1 hour ago

CAIRO - Tens of thousands of Egyptians packed into central
Cairo's Tahrir Square on Friday in a collective spasm of last minute

anxiety that Egypt's ruling generals might be trying to sabotage the
transition to civilian democracy just as the

Protests flare in Egypt, Bahrain The Hindu Related
Peaceful Rally Marks Shift in Egypt Eqgypt »
Wall Street Journal

Hosni Mubarak »

From Egypt: Tahrir sees large turnout for Cairo »
Self-Determination Friday protest Anram Online

Opinion: General Rules Daily News Egypt
In Depth: Thousands protest military's rule in Eqypt UsA TODAY

See all 329 sources »




Big Data Triage
Text Analytics




Big Data Processing

e ldentify data sources

@06)|(=/eit - Data cleansing

e Move data into analysis repository

o ldentify Entities, Facts, Relationships
Analyze  Link between Documents
e Link fact/entity between documents

» Keyword search + metadata filters
|ndex e Thematic exploration - using metadata
e Cross-document links
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Big Data Processing - Technology

» Source: News, Twitter, Database, file system, digital
forensics, etc.

» Storage: HDFS, MongoDB, SQL, etc.

Collect

 Platform: Hadoop, UIMA, Odyssey, Custom

 Analysis type: Language ID, Entity Extraction,
Analyze Relationship Extraction, Document Clustering, Entity

Linking

e Fulltext Search: Solr, Accumulo, Lucene

e Structured Data: RDF, SQL, OrientDB, Neo4j,
Cassandra, HDFS, etc.




Big Data Triage Requirements

e View results while still processing

= Incremental collection/analysis/indexing

e User Interface that allows exploration

= Dashboard

= Keyword Search
= Geo Search

= Entity Search

+ Enables thematic exploration

= Metadata produced by Analysis makes this easier
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Dashboard

Odyssey

INFORMATION MAVICATOR

Solr Search |l (]

{ Rosette language ID, morphological

Rosette Name Search |

ysis, lemmatization, entity facets )

| [Search]

Languages People Organizations
[other]
ARABIC | Obama . . Reuters
\ Zakirullah AllAfrica Global Media
Donald Henderson | Basic Training Pulls Lessons
Micolas Sarkozy TEE————— Brookings Institution | —
Ehud Barak |EE— Harvard |
David Cam eron  E—— United Nations |
Mitt Romney | —— De_mocrats I
Viadimir Putin  —— G914 doley —
Ban Ki-moon | Olzhas Auyezov |EEG——————
\_ Tamsin Kelly | S— Senate Armed Services Committ... | ——
ENGLISH ok Tk 2k 2k 4K Sk Bk ok 2k 4k Bk
Locations Document Count
MNew York Mentoned as: West Bank  [] z 1.750
U S found a8
- . 1,500
China :z;?;nanh-rwn 4
Washington Massonad in 47 Secuments 1.250
Simi Valley, Calif. 1,000
Asia
Russia | —— 750
Korean peninsula e — 500
Malta | — 250
Jems
0
Ok 2k 4k Bk Bk 10k| 9 Apr 16 Apr 23 Apr 30. Apr 7. May|
TECHNOLOGY



Search and Filter

O Search results | Odyssey Inf . Rosette Mame Translator (: & World O Dashboard | Odyssey Infor

Rosette Search Rosette Name Search

Solr Search

2 Odysse
"il? IHFURMKH NA‘A.'IG#XR

[ Rosette language IO, morphological analysis, lemmatization, entity facets )
|Sudan war | [search|

Search for [ Sudan war ]

<« C' M @ 101.5.210:8090/ui/results,jsp?query_mode=RLP&page=0&facet_filter=&query_string=Sudan+war

Filter Results By Result groups 1 - 10 of 193 Page: 10f20 B B

w B d A
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Languages 50

AllAfrica Global Media 171

International Criminal
Court

170

ALLPLLP

ENGLISH 137 @
9. Apr 16. Apr 23 Apr 30. Apr
466 QA
253 Q World Briefing | Africa: Sudan: A Vow to ‘Liberate’ South Sudan
223 Q settlement ending a civil war. South Sudan last week seized Heglig, a contested oil-producing region
Penguin 166 S
Ban Ki-moon 166 Q 590 similar articles
Dries van Moten 161 @
Organizations South Sudan quits captured oilfield
African Unian 300 South Sudan quits captured cilfield South Sudan announced the immediate withdrawal on Friday
Lnited Mations 20F
Reuters 199
Democrats 130 South Sudan: Presidential Statement On the Current Crisis

we ask what the implications of war would be for both countries. From South Sudan is Atem Yah
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Foreign Language Search

P Od sse Name Search
s yssey

INFORNATION WAVICATOR

[ Rosette language ID, morphalagical analysis, lemmatization, entity facets )

= | [search

Search for [ s

Filter Results By 2wt 87 lw = alis sl o2 li
Languages 11.'.__‘1.4 2l :’”,' TP R LI o .'._th-' v...al:: e el L JE-' 5oty 4l madle s S T
Arabic 154 Q . . i
People
MM 25 Q o) | ) . o X b .
.1:'..1“ I ‘ S ‘_ S S S 3 1I—
v 16 Q L el Ost e it bt L 3:51 el Dl esg . 11:03 el
== 14 Q
e 11 Q .
2 o Q okt MRS L2 graloial o2l
M 9 et | S8 L aidt i e sl gals L 3:47 il )l cds . 11:48 el
i 8 Q

Organizations
‘v'l.l‘all.,_,'n-'l-'v‘m 4 Q R = B | .,-_:'- I EL _::.._ \-h_:‘_._
o gl '5:.3_}1 Q ‘;-«_.j::': FRES AL - | J.:'I:-n- J & Uazs™| |J-_I; ._,:.:#'1:..-.:'- -] QJ Solele 3 . J!.;ﬁ' LN J;J‘Er' Salelod)
- a4 o X 5 v € - o &
Alwatan 26 4
Bas @l
10 4 A

n-r. -‘-—._F'—"" —4 '__—’:" __.—QJ e e
Fl Q, : . - o — # #

| N 10 o S Lagslat JLP el ey Il-ijl'-l;-_-'-ul'l' b Lsluall E{H\-‘wl' FFH T ‘:51 1-"*" ey {EI_,"’I'.: -...-L!-—":' ;:L'_'._P.-'I
g
= 10 4
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Detailed Document View

&> Odyssey A

INFORMATION MAVICATOR

Home = Search for [ Osama Bin Ladin » Document: O07nordland.html txt

Document Information Simulcast - Obama’s Cairo Speech - Forceful Words and Fateful Realities - NYTimes.com
Mime Type: null Simulcast | Obama’s Cairo Speech
Encoding: UTF-3 .
Primary Language: English Forceful Words and Fateful Realities
Primary Script: Latin Published:
— BAGHDAD — Barack Obama’s speech in Cairo last was “soft spoken and eloquent,” said
i TiE ElLELL Mogtada al-5adr, the radical cleric, grudgingly, since he also said he despised it.
LIENGLISH (1) It was a speech that meant different things to different people, a quality that has been much
noted in this president.
Base Linguistics I E]|l He supported Israel, but reached out to the world in an unprecedented way.
Entity Extraction ﬂ :] Some friends were troubled, others reassured.
7 IDENTIEIER. Some of America’s enemies denounced it, but none dismissed it.
LATITUDE_LONGITUDE (1) Not even the arch-enemies at whom, in some important way, the speech was directed.
&1 IDENTIFIER-NUMBER (10) Multimedia
I IDENTIFIER-URL (1) Related
& LOCATION (13) clate
&1 ( )
Bl ORGANIZATION (11) ( )
& PERSON (21) : . . . . :
7 Just the day before, in fact, a pre-emptive audio tape attributed to Osama bin Laden warned his
= followers not to trust whatever Mr. Obama would say.
“ And as it turned out, his fear was justified.
A TITI E iy
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Entity Search — Cross Language

K dS Ml MName Search
£n Odyssey S el - BASI
{7 O IO M T { Rosette language 1D, fuzzy name search, entity facets )

TECHNOLOGY

Mohammed Abdulla Saleh ‘ Search

Search for [ Mohammed Abdulla Saleh |

Filter Results By U.S. backs Gulf initiative to end Yemen crisis Related Entities
Languages J:or:n Dfﬁ'cz by Ammar Mohammed Abdullah Saleh, head of the National Security, and Yahya Mohammed Abdulla Saleh 10 Q
. ohamme:
English 139 - e dames 0.79%
Arabic 32 Q - X
23 similar articles
People S Mohammed Abdullah 0.72Q
Ali Abdullah Saleh 387 Q _ Ali Abdulla Saleh 0.704
Obama 19 Q Al-Qaeda will be stronger in Yemen after President Saleh, e ... Ammar Mohammed
Sadiq al-Ahmar 6 Q strengthen in Yemen after collapse of the regime of President Ali Abdulla Saleh, said an expert on Al | Abdullah Saleh 0.68Q
Nasser Arrabyee 43 Q Qaeda ‘Sfaare a Mohammed Abdullah 0.68Q0
Osama bin Laden 38 Q Moh d Saleh a
Sadeq al-Ahmar 3 Q 28 similar articles ohammac sa‘e 0.68
I — Mohammad Abdullah 0634
Organizations
Reuters 126 Q Saleh resignation proposal agreed gs"f'”‘“h @L‘" o 0634
Gulf Cooperation Council 115 Q soon under which President Ali Abdullah Saleh will step down after 30 days, officials say. Mr Saleh's
i e = P Y Y Abdullah Mohammed 0622
Al Jazeera 88 Q| 75 cimilar articles Abdullah Saleh 06294
Al Qaeda 71 Q e Ali Abdullah Saleh 0614
al-Qaeda 60 Q Mohammed Salem 0.60%
Saleh apologises to UAE for embassy blockade
Locations Saleh apologises to UAE for embassy blockade DUBAI - Yemeni President Al Abdullah Saleh
Yemen 388 Q
Sanaa 182 Q
Gulf 172Q . .
Saudi Arabia 153 Q e MRADT D8 A et d O ai))
Taiz 140 Q Cas o \._’Lt-e s . .C'-:.‘..u,; ({u:'_\.y..i | T DRy Jﬂllﬂh.ajl' C—:né:!.‘l:: slasl .o ey acl § HL’.I o C;'Uh_l_‘,a-m
us 148 Q ST ) PAIAY
o b 2]




Search/Filter/Explore

O,

http://www.silobreaker.com/FlashNetwork.aspx?DrillDownltems=11_237360

Document Count
Relationships Adc 1,750
" 1,500
Current Entity Relationships i 1250
|brahim Hassan al-Asiri
1,000
hasSibling: 730
+ Al Abdullah Saleh 500
communicatedWith: it 230
Ali Abdullah Saleh
+ al-Qaeda I 9. Apr 16. Apr 23 Apr 30. Apr 7. May
Also Mentioned As: 7 Arahian Baninznlar - |
+ |brahim ;
+ Hassan al-Asin .fi(' == zocs
. Ihr;hlm al-Asiri Mentioned as: West Bank : a
« Asini found as:
« Al-Asin =S
. estsan
. PrDPhEt lbrahim Palestinian Territories /
+« Abdullah
o Mr Asin Mentioned in 47 documents
+ Hassan G
+ al-Asir




£h Odyssey

NI wromuation waviaston

ywc.rd' Se Name Search

( Rosette language 1D, morphological analysis, lemmatization, entity facets )

Languages People Organizations
Barack Gbama W
® EnoLIsH (11619) Obama wto
ARABIC ©376) Bashar sl-Asad Alszem
® ruRoisH 18] All Apdullah Ssleh CUnitedNatiens
(CELANDIC (125) 2 r e [CE————]
o ors Z Hosni Muerak Whitesowme
Musrmar sl Qsddef Ctaee
i FE it Congi b
Gsama 5 Laden lpaiament
Locations Source
us www. bbc oo uk
United States shwatan kuwsit
Libya www.glittinad ae
Pakistan allafrica.com
Washington www.nytimes.com
us. english.sljszeers.net
Cusl (Kuwait) www.cnin.com
Afghanistan nation.com.pk
Middle East wwrw.sssafir.com
Eaypt kbl esjtimes.com
— — i i PE—
— — — — —
— —
- — - — - — — - — - — -
- — - —_— - —_— — - —_— - —_— -
- — - — - — — - — - — -
- — - — - — — - — - — -

Text Analytics enables Big Data Triage
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Thank you!




