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E-mail analysis and archiving

How expensive can searching and managing email be? We 
all know the answer: VERY EXPENSIVE! 

But, things can be different…. For over 20 years, we've been 
working in partnership with companies and government 
agencies who require the best and most cost-effective 

tools for conducting detailed, large-scale data 
investigations. 
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Investigate & Share Information

• Find "smoking guns" faster, at lower costs and 
with a smaller team.

• Share knowledge more effectively.
• Capture, organize and disclose your data in the 

most efficient and secure manner possible.
• Benefit from open technology and data storage, 

suitable in standard IT environments.
• Implement a complete, front-to-back single-

vendor solution: from capture to disclosure.
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Structure

• Short Introduction to ZyLAB
• Problem: Searching large e-mail collections
• Why existing Solutions do not always work
• Alternative Strategies: Best Practices
• Additional Technological Innovations to Fit 

Specific Processes
• Conclusions and overview
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ZyLAB markets: all investigators

Legal

Law enforcement

Knowledge 
management

Financial /
Office

Management
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20 years of award winning technology 
with 7,500 installations worldwide
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Problem: searching large e-mail 
collections

• Collection / Discovery:
– Different formats, PST, Lotus Notes, Exchange, MIME, etc.

• Analyze:
– Language Issues 

– Lots of Duplicates + Repetition of Information

– Attachments

• Organize:
– Multiple formats and sources that need to be managed
– Inherent Metadata of various Email Formats

• Disclosure:
– Multi lingual, multiple formats and selection of data necessary for 

disclosure
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Problem: searching large e-mail 
collections
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Why existing solutions do not always 
work

Technological issues:
– Emails contain bitmaps and other images
– Multi Lingual
– Other Algorithms don’t work either: 

• Relevance Ranking

• Advanced Language Technology

– 100% Recall -> Low Precision 
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Why existing solutions do not always 
work

• When people are searching large Email 
collections
– Are not formally trained in advanced full-text retrieval
– May not know what they’re looking for
– Must prove that all evidence/info has been considered 

in their decisions, verdicts, and so on
– Cannot miss any relevant documents
– They require 100% recall!
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Alternative Strategies: Best Practices

– Convert Email to XML

– Specific Email Technologies

– 100% Recall -> overcome Low Precision by using: 
• Hit Highlighting 
• Hit Navigation

• Fuzzy
• Visualization 
• Refine Results

• KWIC 
• Text mining
• Transliteration 

• Translation

– Other formats: paper, electronic, multimedia

– Annotation with eDiscovery (cross references)
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Email Conversion to XML
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Specific Email Technologies

• Double message removal (with HASH)
• Automatic Bitmap OCR in the background
• Attachment Indexation
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Hit Navigation / Hit Highlighting

• Document & Hit Navigation

• Hit Highlighting on the Image
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Fuzzy Search increases recall, but lowers 
precision.

Search on:

“Syimage and 
Wordscan and 
Carlin and 
Calera”

In low-quality 
OCR text with 
transliterations 
and spelling 
errors.
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Visualization: The Hyperbolic Tree
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Visualization: The Treemap
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Analyze using Keywords in context
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Analyze using Refine Results
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Transliteration

Sophisticated tooling searches between different 
languages, even those with non-Latin characters 
(e.g. Cyrillic, Chinese and Arabic).

Example: Search will find 
spellings of “Gorbachov” in both 
Latin and Cyrillic characters.

Example: Search will find 
spellings of “Gorbachov” in both 
Latin and Cyrillic characters.
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Automatic translation software

• Support for Russian, Arabic, Farsi and many  
relevant languages.

• Works with paper, e-mail and electronic files.
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Electronic Files in E-mail

• Native file format 
indexing of over 370 
electronic file formats 
(PDF, Word, XLS, 
PPT, …).

• Fast full-text retrieval 
and alerting.

• Hit highlighting and hit 
navigation.

• Convert e-mail to open 
XML data.

• Identify duplicates by 
using SHA1 hashes.
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Multimedia

• 100% original retrieval

• Linked to Multimedia 
object

• Add textual information 
to MM object.

• Ability to annotate

• Search on annotation

• Play original document
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Example of manual structuring data

• Create annotations on documents and search the 
annotations later.
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Additional technological innovations to 
fit specific processes

• Redaction
• Disclosure via DVD
• Disclosure via WEB
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Redaction and ZyIMAGE

• Redaction is a ZyFIND tool.
• Redacted data can be exported including 

redactions to 3rd parties or EDS
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ZyIMAGE CD/DVD Publishing

• Copy data to CD 
and DVD.

• Include a copy of 
the Windows 
search engine.

• Archive data.
• Share data with 

any 3rd party.
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UN Electronic Disclosure System (EDS)

• External access to court documents.
• Security per case, full audit included.
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Conclusions

• Email is a different animal from those other searchable 
entities

• Technology alone is not enough to increase precision 
when you want 100% recall

• Better usability to increase precision: 
– Let the user decide what is relevant

• Optimal tools combine:
– Full-text retrieval

– Meta information search

– Visualization and navigation

– Manual classification 
– Controlled (semi) automatic classification
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For Further Information

• Contact Details:
Name: Ir. Diederik van Braam van Vloten
Function: Channel Manager
E-mail: Diederik@ZyLAB.com
Tel: + 31 (0) 203119075
Mobile: + 31 (0) 654247901
Fax: + 31 (0) 206965175
Website: www.ZyLAB.com


