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ZyLAB

E-mail analysis and archiving

How expensive can searching and managing email be? We
all know the answer: VERY EXPENSIVE!

But, things can be different.... For over 20 years, we've been
working in partnership with companies and government
agencies who require the best and most cost-effective
tools for conducting detailed, large-scale data
Investigations.
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ZyLAB

Investigate & Share Information

* Find "smoking guns" faster, at lower costs and
with a smaller team.

e Share knowledge more effectively.

e Capture, organize and disclose your data in the
most efficient and secure manner possible.

* Benefit from open technology and data storage,
suitable in standard IT environments.

e |Implement a complete, front-to-back single-
vendor solution: from capture to disclosure.
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ZyLAB

Structure

e Short Introduction to ZyLAB

* Problem: Searching large e-mail collections
* Why existing Solutions do not always work
o Alternative Strategies: Best Practices

« Additional Technological Innovations to Fit
Specific Processes

e Conclusions and overview
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ZyLAB

ZyLAB markets: all investigators

Law enforcement
Legal
Knowledge

management
= _ Financial /
= Office
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ZYI-AB 20 years of award winning technology
with 7,500 installations worldwide
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ZYI-AB Problem: searching large e-mail
collections

e Collection / Discovery:
— Different formats, PST, Lotus Notes, Exchange, MIME, etc.

e Analyze:

— Language Issues
— Lots of Duplicates + Repetition of Information
— Attachments

* Organize:
— Multiple formats and sources that need to be managed
— Inherent Metadata of various Email Formats

e Disclosure:

— Multi lingual, multiple formats and selection of data necessary for
disclosure

@D ODOS



Z

I-AB ~ Problem: searching large e-mail
collections

— DISCOVERY ANALYZI| ORG!

Police need to find Police and analysts Police invest

background information investigate the _ﬂ!e r:ase_and
to set up a case information, both exist | information f DISCLOSURE

o data as well as new P et Now that information has been
anticipate or prohibit evidence coming in. by everyone comgiled, analyzed, and

to efficiently distribute the (Case files are circulated to
case information to relevant

parties as well as file it in their
archives for future reference

the prosecution andfor
defense through
appropriate media such as
the Internet, intranets, or
CD/DVD.

To efficiently transfer case information to

appropriate parties...

* Distribute a 100% copy of the original
documents of the investigation on CD or DVD,
which enables a clear, consistent and
professional structure for viewing and analysis
by all relevant parties

* File up to 15,000 paper pages per day per
system, which required for about 20,000
pages can be stored on only 1 GB of memory.

* Save time at arraignments and preliminary
meetings because all the information is on
hand and is immediately accessible and
organized.




ZYI-AB Why existing solutions do not always
work

Technological issues:

— Emails contain bitmaps and other images
— Multi Lingual

— Other Algorithms don’t work either:

e Relevance Ranking
e Advanced Language Technology

— 100% Recall -> Low Precision
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ZYI-A B Why existing solutions do not always
work

 When people are searching large Email
collections
— Are not formally trained in advanced full-text retrieval
— May not know what they’re looking for

— Must prove that all evidence/info has been considered
In their decisions, verdicts, and so on

— Cannot miss any relevant documents
— They require 100% recall!

@D ODOS
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ZYI-AB Alternative Strategies: Best Practices

— Convert Email to XML
— Specific Email Technologies
— 100% Recall -> overcome Low Precision by using:
 Hit Highlighting
« Hit Navigation
* Fuzzy
* Visualization
* Refine Results
« KWIC
e Text mining
* Transliteration
» Translation
— Other formats: paper, electronic, multimedia

— Annotation with eDiscovery (cross references)

@D ODOS
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ZyLAB
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<|>To: Johannes C. Scholtes</|>

<|=Cc: Weisel, Evan=</|>

<|=Subject: Federal Computer Week Coverage</|=
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<|=Attached is an article from the March 17 issue of Federal Computer Week on
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ZyLAB

Specific Email Technologies

 Double message removal (with HASH)
« Automatic Bitmap OCR in the background
o Attachment Indexation

@D ODOS
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ZyLAB

Hit Navigation / Hit Highlighting

 Document & Hit Navigation

« Hit Highlighting on the Image

IN WITNESS WHEREOF, this Agreement

CONT

CONTRACTOR'S NAME (If other than an individual, s

Enterprise R;ﬁ/r A Car
BY (Authorighd 5

PRIN NAME AND TITLE OF PERSON SIGNING

Susie Irwin
ADDRESS
4515 Auburn Rlvd.. Sacramenta ™A 05241
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ZyLAB
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Fuzzy Search increases recall, but lowers

precision.

Search on:

“Syimage and
Wordscan and
Carlin and
Calera”

In low-quality
OCR text with
transliterations
and spelling
errors.

71 Sy
| upnml “character recognition
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* NEWS / SOFTWARE
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ZyLAB

~ Visualization: The Hyperbolic Tree

crosoft Internet Explorer provided by 2yLAB Technologies B.Y. b= ] Elﬁ
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ZyLAB

@D

Visualization: The Treemap
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ZyLAB

Analyze using Keywords in context

2 demo - Microsof
Fle  Edit  Wiew H
Q) pack -

&] httpeflac
3

Newly gathered
or discovered
evidence, or
re-interpretations
of evidence found
earlier in the
process, need o
be added to the

o Information found while
searching a crime scene: eg.
paper files, hand written notes,

ANALYZE

Police and analysts
investigate the
information, both existing
data as well as new
evidence coming in.

invoices videa mages and
photographs

* Transcripts of interviews with
witnesses,suspects, and law
enforcement officials

Jroming + Document have been
collection of 85€. g gt if nesessary, and
information analyzed

Ta efficiently analyze relevant information...
all searcho
related

enables the rapid
members into the

+ Develop preliminary investigative frameworks
by assocfating documents together, along with
added transeripts, notes, and addenda

enter the
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ZYLAB Analyze using Refine Results

Refine your results

H Source
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. Spain (9} L
.The Metherlands (12} —
CULE, (11}

Uk (1)

 United Kingdarn (107}
 United States (23
SUS (4}

US4 (2) 19

&
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ZyLAB

Transliteration

Sophisticated tooling searches between different
languages, even those with non-Latin characters
(e.g. Cyrillic, Chinese and Arabic).

Example: Search will find
spellings of “Gorbachov” in both
TromcircraticRES Latin and Cyrillic characters.

Edit |Hist0ry| =
Latin/Diacritic search criteria Cyrillic search criteria
Gorbachon iI r|o|p|6|a|u|x|o|a|
-

=il
Capital letters:

(s |u[w]u]a[s]v[e[e]r [x[u]s][aln]n[u]s]o[n]e|c[ulr]v[s]s|x[¢]¢]c[o]¢]3]2]

Small letters:

(al6]u[w]u]a[e]u]e[o]r [x[a] ][ a]n|n[u]s]o [n]o]c u]r]s[s]s]#[e]¢]c 4]e]2]2]

Q) Latin/Diacritic Query QO Cyrillic Query ® Latin/Diacritic and Cyrillic Query

‘ Select Language | ‘ Clear ‘ | Insert

@D DS i
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Automatic translation software

Support for Russian, Arabic, Farsi and many
relevant languages.

 Works with paper, e-mail and electronic files.

A zz_trans - Microsoft Internet Explorer, provided by ZyLAB Technologies BY EEX
Fle Edt Vew Favortes Toos Heb >
Qe ~ © - [¥] ] (0| Pseacn iy ravons & - LR S
Address | 8] hitp:/fzynimar daniellExe ZyNET exeaClient=2z_transalnit=182yAction=ZyAction” =Y
Google » v [C] search ~ | g PageRetk o . A Chedk v YR Autolrk v [ options 4

ZyLAB’ =

Search for

document

oo M H
[search in last results
Select indexes

Document 1 of 4 [ ][ Search in document | [ include current hits

Page (10f15): 1-2-3-4-

Source  File 10
Pages 15
Translation ***New Pags*** Technical property in preventing alarfab [1] wmkafaith [<%] The Secretary-
General lalatqryr [+#17] mighmr [xL4] The Global Programme Imiafaih [«340] Poverty is coming It
A nor Introduction 9.) IT A larfab [—5,7] g T That rents 76-77 A D and org Links between alarfab [
31 and other forms of crime. 3 Technical property in preventing alarfab (4] wmkafaith [
<i%e3] lalataryr [547] secretary-general mighmr [1<k] global programme Imkafaih [«£4] poverty
come it-a not Introduction 8.)-11 A larfab [=3%] G T that rents 76-77 A D and org links between
alarfab (] and other forms of crime. ***New Page==* Er is Europen fout opgetreden tijdens Het
OCR'en Van image. ***New Page*** The number of countries that have received assistance in
property astairafr [ %] revise legislation All Imkafaih [<#4] alarfab [~1] shafda [4] the
commitment of the Office of the multilateral nations El Ma'an balmahdrat [~544] and Crime to
concrete action is coming Imkafaih [«24] a scourge and is expected to accelerate . The
implementation of the outstanding "mare activities during the year 2999 The resolution 373 ((( 299)
issued by the security bmisr [3 .« Multilateral on 28 September lasbtmbr [299) [ ~=—-alarfab [
—,17] relevance between States and crime The organization across all walmghdrat [=,4.] illegal
money-laundering and illicit walagar [3:1] balaslain [«+-] illegal transport of nuclear, chemical,
biological and other From materials that could have implicatians of his. focused most of the work of
assistance The Office of Technical yftlai (2] multilateral nations El Ma'an balmghdrat [=4=2] and
Crime on this " Areas. hbyaih [«] knowledge of links with him for the office at the To increase.
synergy faisb [-—i] but alse to provide technical assistance more . Effective and the General s vard
Assembly in grarfa [4/#] Umit (la [(38 31 22 36 [¥ almorfa [2,52] first ladysmbr [2993 8 [
that the Commission an Crime Prevention and Criminal Justice in coardination with other entities?
Wultilateral nations? wiswmma [ws-=] with mkafaih [«#%] alarfab [-5%] Committes established
pursuant to Security brlsr [289 ))) 373 [-) to keep under regular alastairafr [ #=-1] progress by
"States Members to become ahrafa [ in universal conventions and protocals related balarfab [
42 in implementation of this "conventions and protocols and keep under alastairafr [ #=+] as
well as . the needs of Member States requesting assistance I1. Froviding technical assistance i
programme implementation. alaialmr [4<4] Imkafaih [«<] alarfab [~254] In the wake of the
attacks of September eleventh lasbtmbr [-#] States in multilateral. 5 The General Assembly of
America? assigned additional mandates to the Office of the multilateral nations El Ma'an balmghdrat
:4-] crime under Assembly resolutions 88 is 56 almorfa [31) 2 [ ladysmbr [—] first 299 4
and 23 (la [(56 [+ almorfa [2555) 8[43 1 ladysmbr [289) [ust F (26 No & halmorfa [3 [
althanrlaynayr [-=i52] January 2992 and 79 (la [(57 [¥ and 73 (Ia [(57 [¥ almorfyn [31) B [4,54
Iadysmbr [-+—] first 2392 and 292 laahalmorfa [29 [ December 2992 ladysmbr [ s+
first, (8 not 8 halmorfa [9 [£5¢ December I ladysmbr [2993 [+ and 36 (Ia [(58 [¥ and 99 (la
[(58 [+ almorfh [ 22 [<.5411 not december 2893 almjlsr [-54] gave economic alajtmaair [
=1 additional mandates under the 9 (Ia [(2992 [¥ almorfa [28 [ 254 tmwala [¥354] july 2992,
and encouraged the Commission on Crime Prevention and Criminal Justice? In the resolution (not))
n ? Member States to participate in a symposium on mkafaih [«is] STATE

14-1

DR Bl a1 e]x]e=2]

Document key fields

21



ZyLAB

Electronic Files in E-mail

° N a‘“ve f| Ie fOrm at ZyView - [ C:\PROGRAM FILES\ZYLAB\INDEX DATA\ZZ_DEM_I\ELECTRONIC\ 00000000} - _|o) x|

File Edit View Navigate Image Actions Redaction Workflow Document Help

indeXing Of over 370 voGag|fHE - |AEEe snae@yy gy arnn | TEwvFD 6|
g . x & |EIEIEl=s = |
electronic file formats

Title Applying the ZyIMAGE solution’s competitive business advantage to |

(PDF, Word, XLS,

Date Tuesday, August 12, 2003
Document_tyrCase Study

P PT, " ) . Remarks Word Document
ZyLAB

« Fast full-text retrieval
and alerting.

« Hit highlighting and hit
navigation.

« Convert e-mail to open
XML data.

« Identify duplicates by
using SHA1 hashes.

CASE STUDY ZYLAB®

The Paper Filing Company

Applying the ZyIMAGE solution’s competitive
business advantage to Indiana sheriffs’ real-
time information retrieval needs

In addition to law-enforcement officials” more obvious responsibilities. such as
being on the street catching suspected criminals, managing crime scenes,
interviewing witnesses, and so on, a large part of their time is spent handling
exfensive administrative activities. These activities, while seemingly mundane,
support all the other duties law egnforcement officials perform. Having all the
facts available and the necessary paperwork in order can mean the difference
between pursuing the right or wrong course of action or even winning or losing
a case. For these reasons. more and more law enforcement officials are turning
to ZyLAB’'s newest custom solution. ZvIMAGE Investigate, to handle their
special information archiving and retrieval activities.

For Help, press F1 I | [Total Hits: 32 [Doc 12 of 25 [Query: fname [Inde: 2
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Multimedia

e 100% original retrieval

 Linked to Multimedia
object

 Add textual information
to MM object.

« Ability to annotate
e Search on annotation
* Play original document

7

@D

ZyView - | C:\PROGRAM FILES\ZYLAB\INDEX DATA\ZZ_MULTT\ELECTRONIC|2( ﬂglﬂ
Fle Edit View HNavigate Image Actions Redaction Workflow Help

[#sw /ZigEs= a@@EF | sas v sy w|bema | DEHE -~

I

T B walme |

ZyView - [ C:\PROGRAM FILES\ZYLAB\INDEX DAT.

Fle Edit View Navigate Image Actions Redaction !
|*sw EEH= - a@E® S&-

e A i =

TRwdED |

Page 1 of 1| Total Hits: 0 Doc9 of 28 [Query 7

For Help, press FL

-
Page 1 of 1 Total Hits: 0 |[Doc &« 2

For Help, press F1

23
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annotations later.

S Case 1234 - 2yFIND
File: Wiew Options Toaols Help

Create annotations on documents and search the

=lolx]|

| Ex 2 w¥WRE

Query:
3

Fuzzy

@ Seaich |'

D Progressive

« ] o ) e (e |

[ Search Documents

. L] [case 1234 =l
: ~omment
Caricegh _ :
i =& Contents B <MEMOTEXT>Signed contract b5 | Type | Crestiondate Move up
=03 Case 1234 (% ¢MEMOTEXT>Look at this signatur,. Fem. M T EElE
:5' EE:ZQC (MEMOTEXT >Laok at this signature TR i B 8
L1 Surveilly LISA&: Which 57 They both look T -

LISA: the Frist 5:
LISA: Now | seeit,

@D

File Edit MNavigate

s R R P T e

Motes | Propertes | Links |

——

Movi | ses it good catch!

A % oty

A4 a0 e e
DOC. PAG AT F

Extia

Tupe Eviderice -] Reminder 30Nav.3 T
Author LIsA it "Thu.sday, 31 March, 2

I oK Cancel

[0 replies [Thursday, 31 March, 2005

For Help, press FL [Page 1 of 24 [Total Hits: © [oc3of 3 [Folde 7

Example of manual structuring data

4




ZYI-AB Additional technological innovations to
fit specific processes

e Redaction
e Disclosure via DVD
 Disclosure via WEB

@D ODOS
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Redaction and ZyIMAGE

 Redaction is a ZyFIND tool.

 Redacted data can be exported including
redactions to 3" parties or EDS

State departments are strongly encouraged to rent alternative fuel vehicles when

(ARG, Do

UKFOIAYSection ) 5
B (nterim Director
i Currently Selected
Department of General Services _
CH:JH:DC e
wsror) [~| wserry |~ G0 -]
Attachment

@D DS i
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ZyIMAGE CD/DVD Publishing

« Copydatato CD
and DVD.

e Include a copy of

IN WITNESS WHEREOQF, this Agreement

CONT
CONTRACTOR'S NAME (If other than an individual 5

the Windows E:a::::af_’ch
search engine. S S L.

Susie Irwin

2 e | ADDRESS
- ArChlve data- 4515 Aubumn Blvd.. Sacramenta "4 05241

e Share data with
any 3 party.

i i i e, el i e ey Sy o o

R e e L E RS R

- e ey e
r
T
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nformation Access Solutions

2 1CTY EDS 2 - Microsoft Internet Explorer provided by ZyLAB Technologies BV
Ele Edt Vew Favorites Took Help

Qe - O - ) |2 Q] Psewer Ggraen @3- - B

Address @ hittp: /jzynidb03/Exe jZyNET . exe ?Client=ICTY+EDS +28Init=18ZyAction =ZyActionr

{
NS

\Q' Search results for "e*" (1 to 14 of 14)

SEARCH 3y Demo Collection ZY00-0074-ZY00-0074 General Collection Dec..

Case specific Documen... 02/}

3 357 11.15  Demo Collection ZY00-0098-ZY00-0110 hans General Collection Doc... Case specific Documen... 02/]

Add to Baskst Select All

—> Search assistant

-> Advanced options
= Fields search

> Concepls

—> Query histoi

-> Document Basket

== Help
== EXit

10.10 Demo u\lemn znmnumz‘mmnna? General Collection Doc...
Demo u\lectmn znnrnnsnrzvnnrnnm General Collection Doc...
Demo Collection ZYD0-0082-2Y00-0083 General Collection Doc...
Demo Collection ZY00-0077-2Y00-0077 General Collection Dec...

Demo Collection ZY00-0078-200-0078 General Collection Dec...

Case specific Documen... 02/]
Case specific Documen...
Case specific Documnen...
Case specific Documen...

Case specific Documen...

[@oone

UN Electronic Disclosure System (EDS)

2} ICTY EDS 2 - File Display - Microsoft Internet Explorer provided by Zyl AB Technologies BY

Document 4-of 14

Page 14 15

Zy000111

Is on-line!

Blockparty Transvaal - 21 september 2002
lekatie: Schalk Burgerphen [ Wikpark - aanvang 12,00 wur - entreg gratis

Na het grofe suctes van vorig jaar heefl Musicon g jaar wear mat aen raeks Blockpartiss
doar Den Haay getoerd. In samenwerking mel verschillende Haagse welzjnsorganisaties,
an de gemeents Dan Haag in zijn n de maandsn
juni &n juli een serie multi buurd op de Haagse
pleinen,

Da Blockparies staan voor ouftuur, iteit, spariviteil an haed. By cloza
fastivals gaat het aram dai jongeran zell mede-bapalen wat ar gebieurl. Jongeren darken
mea evar hed pragramma, zulkan zel epheden en helpan lijdens de voarbereidingan met
hand- en spandiensien.

Daze Blockpanies ziin perealiseerd dankzij de steun van dis Gemeente Den Haap, Fonds
REEE: ) ua M A, C valn wan Eylandl Slichting, City Mondial, Staedion en in

mel Cenlrumn . Stichting Welzin Escamp, Ordememend
‘Welziin gebiadan Sd\l\dsrswljk en Laak an Stiching Welzinsarganisatie
Seghroek/Loosduine

De tournes haeft mm\ddela galeid Ianga de Leyweg / Melis SIoKepaJk {Escamp), hat Jacsb
van Ci het C ta Hofplaats (Ganirum)
an het Newlcnp\a-n (Segbroek/Locsduinen.

] Tmnsvaal 23 op 21 seplamber, sn hat Wilkpark, de laatste Blockparty van de tour 2002

itis de serste in Transvaal. ean wijk dier in de komende jaren
aan inglijmnde verarderingan anderhavig is. Een geoot deel wordl verbouwd, waardoss ar
weel panden leag kamen te stazn. Da biaakliggende gebieden vormen schier sen prachiig
decor voor culturele evenementen als de Blockparbes.

hat programma:
Hars Duifer
mdian Fxprass

Bermy Bartr 10 Victy-Bana

Paz e

oJ SEII

Erasktance Batla

Gurafitti Jam izarlig mpter ianga gratdl muur)
Muteutursia todesnow

e External access to court documents.
Security per case, full audit included

@D
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Conclusions

e Emall is a different animal from those other searchable
entities

 Technology alone is not enough to increase precision
when you want 100% recall

» Better usability to increase precision:
— Let the user decide what is relevant

e Optimal tools combine:
— Full-text retrieval
— Meta information search
— Visualization and navigation
— Manual classification
— Controlled (semi) automatic classification

@D ODOS
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For Further Information

e Contact Detalls:

Name: Ir. Diederik van Braam van Vloten
Function: Channel Manager

E-maill:

Tel: + 31 (0) 203119075

Mobile: + 31 (0) 654247901

Fax: + 31 (0) 206965175

Website: www.ZyLAB.com
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